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1 Secure e-banking 

bJÄ~åâáåÖ= áë= ~å= Éëí~ÄäáëÜÉÇ= ~åÇ= ÅçëíJÉÑÑÉÅíáîÉ= ï~ó= Ñçê= éêáî~íÉ= ~åÇ=
Åçêéçê~íÉ= ÅäáÉåíë= íç= ÅçããìåáÅ~íÉ=ïáíÜ= íÜÉáê=Ä~åâK=_çíÜ= ëáÇÉë=ÄÉåÉÑáí=
Ñêçã= íÜáëW= Ñçê= Éñ~ãéäÉI= ÅäáÉåíë= åç= äçåÖÉê= Ü~îÉ= íç= Öç= íç= íÜÉ= Ä~åâ= íç=
ã~âÉ= é~óãÉåí= íê~åëÑÉêë= çê= íç= ÑáåÇ= çìí= íÜÉáê= ~ÅÅçìåí= Ä~ä~åÅÉëK= qÜÉó=
Å~å= í~âÉ= ~Çî~åí~ÖÉ= çÑ= íÜÉëÉ= Ä~ëáÅ= ëÉêîáÅÉë= çåäáåÉ= ~í= ~åó= íáãÉI=
áåÇÉéÉåÇÉåí= çÑ= íÜÉ= Ä~åâDë= çéÉåáåÖ= ÜçìêëK= _~åâë= áå= íìêå= Ü~îÉ= íÜÉ=
~Äáäáíó= íç= ÅçããìåáÅ~íÉ= ïáíÜ= ÅäáÉåíë= OQ= Üçìêë= ~= Ç~óI= ïÜáÅÜ= ~äëç=
áãéêçîÉë=íÜÉ=èì~äáíó=çÑ=óçìê=Ä~åâáåÖ=êÉä~íáçåëÜáéK=
=
_ìí= áå=~ÇÇáíáçå=íç=íÜÉ=~Çî~åí~ÖÉë=çÑ= íÜÉ= fåíÉêåÉíI=~ééäáÅ~íáçåë= äáâÉ=ÉJ
Ä~åâáåÖ=~êÉ=~äëç=~ëëçÅá~íÉÇ=ïáíÜ=î~êáçìë=ëÉÅìêáíó=êáëâë=Ó=áåÅäìÇáåÖ=Ç~í~=
ÄÉáåÖ=çÄëÉêîÉÇI=~äíÉêÉÇ=çê=ÇÉäÉíÉÇ=ÇìêáåÖ=íê~åëãáëëáçåI=çê=Ñê~ìÇìäÉåíäó=
çÄí~áåÉÇ=Äó=ìå~ìíÜçêáëÉÇ=éÉêëçåëK==
=
qÜáë= áåÑçêã~íáçå= ëÜÉÉí= ~áãë= íç= ã~âÉ= ÉJÄ~åâáåÖ= ÅäáÉåíë= ~ï~êÉ= çÑ=
éçíÉåíá~ä= ëÉÅìêáíó= êáëâë= ~åÇ= ÜáÖÜäáÖÜí= íÜÉ=ãÉ~åë= ~î~áä~ÄäÉ= íç= ÅçãÄ~í=
éêÉî~äÉåí=fåíÉêåÉí=íÜêÉ~íëK=
=
vçì= Å~å= ÜÉäé= íç= ÉåëìêÉ= ëÉÅìêÉ= ÉJÄ~åâáåÖ= Äó= ÄÉÅçãáåÖ= ~ï~êÉ= çÑ= íÜÉ=
íÜêÉ~íë=éçëÉÇ=Äó=íÜÉ=fåíÉêåÉíI=áå=çêÇÉê=íÜ~í=óçì=Å~å=ïçêâ=íçÖÉíÜÉê=ïáíÜ=
óçìê=Ä~åâ=íç=ÄÉ~í=íÜÉ=ÉîÉêJÖêçïáåÖ=ï~îÉ=çÑ=fåíÉêåÉí=ÅêáãÉK=
=
qç= éêçíÉÅí= óçìêëÉäÑ= Ñêçã=ã~åáéìä~íáçå=ïÜÉå= ÉJÄ~åâáåÖI= óçì= ëÜçìäÇ=
Åìäíáî~íÉ=~=ÖÉåÉê~ä=äÉîÉä=çÑ=ëÉÅìêáíó=~ï~êÉåÉëë=ïÜÉå=ìëáåÖ=íÜÉ=fåíÉêåÉí=
~åÇ=ÅÜÉÅâ=óçìê=~ÅÅçìåí=~Åíáîáíó=êÉÖìä~êäóK= fÑ=óçì=íÜáåâ=íÜ~í=óçì=ã~ó=
Ü~îÉ=ÄÉÉå=íÜÉ=îáÅíáã=çÑ=fåíÉêåÉí=Ñê~ìÇI=óçì=ëÜçìäÇ=áããÉÇá~íÉäó=ÄäçÅâ=
çåäáåÉ= ~ÅÅÉëë= íç= óçìê=Ä~åâ=~ÅÅçìåí= ~åÇ= áåÑçêã=óçìê=Ä~åâ=éêçãéíäó=
~Äçìí=~åó=ëìëéáÅáçìë=~ÅÅçìåí=~ÅíáîáíóK=
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2 Dangers on the Internet 

qÜÉ=Ç~åÖÉêë=~åÇ=íÜêÉ~íë=çå=íÜÉ=fåíÉêåÉí=~êÉ=ÅÜ~åÖáåÖ=Åçåëí~åíäóI=~åÇ=
çÑíÉå= ÉñíêÉãÉäó=èìáÅâäóK=qÜÉ=ãçëí=éêÉî~äÉåí=Ç~åÖÉêë= áåÅäìÇÉ=îáêìëÉëI=
ïçêãëI= qêçà~å= ÜçêëÉëI= éÜáëÜáåÖI= éÜ~êãáåÖ= ~åÇ= ÇêáîÉJÄó= Ççïåäç~ÇëK=
_Éäçï= óçì= ïáää= ÑáåÇ= ÇÉÑáåáíáçåë= çÑ= íÜÉëÉ= íÉêãë= ~åÇ= áåÑçêã~íáçå= çå=
ïÜ~í=óçì=Å~å=Çç=íç=ÑáÖÜí=íÜÉãK=

2.1 Viruses 
`çãéìíÉê= îáêìëÉë= Ü~îÉ= ëáãáä~ê= ÅÜ~ê~ÅíÉêáëíáÅë= íç= ÄáçäçÖáÅ~ä= îáêìëÉëW=
íÜÉó=~êÉ=Å~é~ÄäÉ=çÑ=ëéêÉ~ÇáåÖ=íÜÉãëÉäîÉë=~åÇ=Å~å=Å~ìëÉ=ëÉêáçìë=Ü~êãK=
bîÉå=Ü~êãäÉëë=îáêìëÉë=Å~å=~äíÉê=Ç~í~=çå=óçìê=ÅçãéìíÉêI=ïÜáäÉ=íÜÉ=ãçëí=
ëÉêáçìë= Å~ëÉë= Å~å= äÉ~Ç= íç=óçìê= ÉåíáêÉ= Ü~êÇ=Çáëâ=ÄÉáåÖ= Éê~ëÉÇK=sáêìëÉë=
~êÉ= ëéêÉ~Ç= îá~= ÉJã~áä= çê= Äó= Ççïåäç~ÇáåÖ= áåÑÉÅíÉÇ= ÑáäÉë= Ñêçã= íÜÉ=
fåíÉêåÉí=çåíç=óçìê=Ü~êÇ=ÇáëâK=låÅÉ=~=îáêìë=Ü~ë=ÄÉÉå=~Åíáî~íÉÇI= áí=Å~å=
ëéêÉ~Ç=ÉñíêÉãÉäó=èìáÅâäó=îá~=ÉJã~áä=çê=çîÉê=íÜÉ=fåíÉêåÉíK==

2.2 Worms 
qÜÉ=Ç~ã~ÖÉ=Å~ìëÉÇ=Äó=ïçêãë=áë=ëáãáä~ê=íç=íÜ~í=çÑ=îáêìëÉëI=Äìí=ïçêãë=
íÜÉãëÉäîÉë= ~êÉ= ëí~åÇ~äçåÉ= éêçÖê~ãë= íÜ~í= Çç= åçí= êÉèìáêÉ= ~= Üçëí=
éêçÖê~ã= Ñçê= ~Åíáî~íáçåK= qÜÉó= ãçêÉ= çÑíÉå= ëéêÉ~Ç= íÜÉãëÉäîÉë=
áåÇÉéÉåÇÉåíäó= Ñêçã= ÅçãéìíÉê= íç= ÅçãéìíÉê= Äó= ÉñéäçáíáåÖ= ëÉÅìêáíó=
îìäåÉê~ÄáäáíáÉë= çê= ÅçåÑáÖìê~íáçå= Éêêçêë= áå= çéÉê~íáåÖ= ëóëíÉãë= çê=
~ééäáÅ~íáçåë=EÉJã~áäI=fåíÉêåÉíFK=

2.3 Trojan horses 
qêçà~å= ÜçêëÉë= Eçê= ëáãéäó= ?qêçà~åë?F= ~êÉ= éêçÖê~ãë= çÑíÉå= ëãìÖÖäÉÇ=
çåíç= ÅçãéìíÉêë= îá~= fåíÉêåÉí= Ççïåäç~Çë= áå= çêÇÉê= íç= Ü~êã= óçìê=
ÅçãéìíÉê=Ó=áå=ï~óë=óçì=ã~ó=åçí=åçíáÅÉK=jçëí=qêçà~åë=~áã=íç=ëéó=çå=
ëÉåëáíáîÉ=Ç~í~=EÉKÖK=é~ëëïçêÇëF=~åÇ=ëÉåÇ=áí=Ä~Åâ=íç=íÜÉáê=çïåÉêëI=çê=íç=
ã~åáéìä~íÉ= óçìê= íê~åë~Åíáçåë=ÇáêÉÅíäóK=qêçà~åë= ~ääçï= íÜÉáê= çïåÉêë= íç=
Ö~áå= ~ÅÅÉëë= íç= íÜáêÇJé~êíó= ÅçãéìíÉêë= ~åÇ= íÜìë= í~âÉ= Åçåíêçä= çÑ= íÜÉã=
êÉãçíÉäóK= qêçà~åë= ~êÉ= åçêã~ääó= ÇáëÖìáëÉÇ= ~ë= ~ééäáÅ~íáçåë= íÜ~í= ~êÉ=
ìëÉÑìä=íç=ìëÉêë=çÑ=íÜÉ=ÅçãéìíÉêë=íÜÉó=áåÑÉÅíK=
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2.4 Phishing 
?mÜáëÜáåÖ?= Ó= íÜÉ= ïçêÇ= mÜáëÜáåÖ= áë= ~= Åçåíê~Åíáçå= çÑ= íÜÉ= ïçêÇë=
?m~ëëïçêÇ?I= ?e~êîÉëíáåÖ?= ~åÇ= ?cáëÜáåÖ? -= áë= ïÜÉå= ìå~ìíÜçêáëÉÇ=
éÉêëçåë= êÉèìÉëí= íÜ~í= óçì= ìéÇ~íÉ= çê= êÉJÉåíÉê= óçìê= ÅçåÑáÇÉåíá~ä= ÉJ
Ä~åâáåÖ= ~ÅÅÉëë= Ç~í~= çå= óçìê= Ä~åâDë=ïÉÄëáíÉK= qÜÉ= êÉèìÉëí=ã~ó= ÅçãÉ=
îá~= ÉJã~áä= çê= íÜêçìÖÜ= ~= ã~åáéìä~íÉÇ= fåíÉêåÉí= ëáíÉI= ïáíÜ= íÜÉ= Öç~ä= çÑ=
ëéóáåÖ=çå=óçìê=ÅçåÑáÇÉåíá~ä=Ç~í~I=ÉKÖK=ÉJÄ~åâáåÖ=~ÅÅÉëë=Ç~í~=çê=~ÅÅçìåí=
Ä~ä~åÅÉëK==

2.5 Drive-by downloads 
aêáîÉJÄó=Ççïåäç~Çë=~êÉ=ã~äï~êÉ=áåÑÉÅíáçåë=íÜ~í=Ü~ééÉå=çåäó=ÄÉÅ~ìëÉ=
óçì= îáëáíÉÇ= ~= é~êíáÅìä~ê= ïÉÄëáíÉK= qÜÉëÉ= ïÉÄëáíÉë= çÑíÉå= Åçåí~áå=
äÉÖáíáã~íÉ=ÅçåíÉåíI=Äìí=Ü~îÉ=ÄÉÉå=Åçåí~ãáå~íÉÇ=Äó=Ü~êãÑìä=éêçÖê~ãë=
íÜ~í= ëãìÖÖäÉ= ã~äáÅáçìë= ÅçÇÉ= áåíç= íÜÉ= ëáíÉK= páãéäó= ä~åÇáåÖ= çå= ~å=
~ÑÑÉÅíÉÇ=ïÉÄ=é~ÖÉ=áë=ÉåçìÖÜ=íç=áåÑÉÅí=~=ÅçãéìíÉêK=

2.6 Pharming 
mÜ~êãáåÖ= áë= ~= íóéÉ= çÑ= Ñê~ìÇ= íÜ~í= áåîçäîÉë= ÇáîÉêíáåÖ= óçìê= fåíÉêåÉí=
ÅçååÉÅíáçå= íç=~=ÅçìåíÉêÑÉáí=ïÉÄëáíÉI= ëç= íÜ~í=ÉîÉå=ïÜÉå=óçì=ÉåíÉê= íÜÉ=
ÅçêêÉÅí=~ÇÇêÉëë=áåíç=óçìê=ÄêçïëÉêI=óçì=ÉåÇ=ìé=çå=íÜÉ=ÑçêÖÉÇ=ëáíÉK==
=
=
3 Measures to protect your e-banking 

låäó= çéÉå= ÉJã~áä= Ñêçã= éÉçéäÉ= ~åÇ= Åçãé~åáÉë= âåçïå= íç= óçìI= ~åÇ=
åÉîÉê= çéÉå= ~íí~ÅÜãÉåíë= Ñêçã= ìåâåçïå= ëÉåÇÉêëK= få= Å~ëÉ= çÑ= ÇçìÄíI=
ÅÜÉÅâ=ïáíÜ=íÜÉ=ëÉåÇÉêK=rëÉ=~=ÅìêêÉåí=~åíáJîáêìë=ëçÑíï~êÉ=~åÇ=~=éÉêëçå~ä=
ÑáêÉï~ääK= fí= áë= ~äëç= áãéçêí~åí= íÜ~í= óçì= ~äï~óë= âÉÉé= íÜÉ= ~åíáJîáêìë=
ëçÑíï~êÉ=ìéJíçJÇ~íÉ=Äó=Ççïåäç~ÇáåÖ=~åÇ=áåëí~ääáåÖ=ìéÇ~íÉë=Ñêçã=óçìê=
ëçÑíï~êÉ= éêçîáÇÉê= ~ë= ëççå= ~ë= íÜÉó= ÄÉÅçãÉ= ~î~áä~ÄäÉI= çê= Äó= ìëáåÖ= ~å=
~ìíçã~íáÅ=ìéÇ~íÉ=ëÉêîáÅÉK=
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j~âÉ=ëìêÉ=íÜ~í=óçì=~äï~óë=ìëÉ=~=ÅìêêÉåí=çéÉê~íáåÖ=ëóëíÉã=~åÇ=áåëí~ää=
íÜÉ= ä~íÉëí=îÉêëáçå=çÑ=óçìê=ïÉÄ=ÄêçïëÉê= EáåÅäìÇáåÖ=~åó=éäìÖJáåëFK=vçì=
ëÜçìäÇ=~äëç=áåëí~ää=~ää=ëÉÅìêáíó=ìéÇ~íÉë=Ñçê=óçìê=ìëÉê=éêçÖê~ãë=~ë=ëççå=
~ë=íÜÉó=ÄÉÅçãÉ=~î~áä~ÄäÉK=líÜÉêïáëÉI=Åêáãáå~äë=ã~ó=ÄÉ=~ÄäÉ=íç=Éñéäçáí=
åÉïäó=ÇáëÅçîÉêÉÇ=ïÉ~âåÉëëÉë=íç=Ö~áå=~ÅÅÉëë=íç=óçìê=ÅçãéìíÉêK 

3.1 Do not use third-party Internet addresses for  
e-banking 

låäó= ÉåíÉê= óçìê= ÉJÄ~åâáåÖ= ~ÅÅÉëë= áåÑçêã~íáçå=ïÜÉå= óçì= ~êÉ= ÅÉêí~áå=
íÜ~í=óçì=~êÉ=~Åíì~ääó=~ÅÅÉëëáåÖ= íÜÉ=éêçíÉÅíÉÇ=~åÇ=~ìíÜçêáëÉÇ= fåíÉêåÉí=
ëáíÉ=çÑ=óçìê=Ä~åâ=îá~=~å=ÉåÅêóéíÉÇ=ÅçååÉÅíáçåK=vçì=Å~å=êÉÅçÖåáëÉ=~å=
ÉåÅêóéíÉÇ= ÅçååÉÅíáçå=ÄÉÅ~ìëÉ= íÜÉ=?Üííé?= áå= íÜÉ=roi=~ÇÇêÉëë= Ü~ë= ~å=
?ë?= EÑçê= ?ëÉÅìêÉ?F= ~ÇÇÉÇ= íç= íÜÉ= ÉåÇ= çÑ= áíK= qÜáë= áåÇáÅ~íÉë= íÜ~í= íÜÉ=
ïÉÄëáíÉ= Ü~ë= ~= ëÉÅìêáíó= ÅÉêíáÑáÅ~íÉ= EÉKÖK= ÜííéëWLLïïïKëÄ~KÅÜFK= vçì= Å~å=
îÉêáÑó=íÜÉ=~ìíÜÉåíáÅáíó=çÑ=íÜÉ=ëÉÅìêáíó=ÅÉêíáÑáÅ~íÉ=Äó=ÇçìÄäÉJÅäáÅâáåÖ=çå=
íÜÉ=ÅäçëÉÇ=äçÅâ=ëóãÄçä=íÜ~í=~ééÉ~êë=áå=íÜÉ=ëí~íìë=Ä~ê=~í=íÜÉ=Äçííçã=çÑ=
íÜÉ=ÄêçïëÉê=ïáåÇçïK=qÜáë=ïáää=çéÉå=~=ÅÉêíáÑáÅ~íÉ=Çá~äçÖ=ÄçñI=ïÜÉêÉ=íÜÉ=
å~ãÉ= çÑ= óçìê= Ä~åâ= ëÜçìäÇ= ~ééÉ~êK=jçëí= Ä~åâë= ~äëç= ÜçäÇ= bñíÉåÇÉÇ=
s~äáÇ~íáçå=ppi=ÅÉêíáÑáÅ~íÉëI=áåÇáÅ~íÉÇ=Äó=íÜÉ=ÖêÉÉå=Ä~ÅâÖêçìåÇ=ÄÉÜáåÇ=
íÜÉ=ëÉÅíáçå=çÑ=íÜÉ=roi=íÜ~í=Åçåí~áåë=íÜÉ=Ä~åâDë=å~ãÉK=tÜÉå=óçì=ÅäáÅâ=
çå=íÜáë=ÖêÉÉå=Ä~êI=~=Çá~äçÖ=Äçñ=~ééÉ~êë=ëÜçïáåÖ=íÜÉ=å~ãÉ=çÑ=íÜÉ=Ä~åâ=
çå=íÜÉ=ëÉÅìêáíó=ÅÉêíáÑáÅ~íÉ=íçÖÉíÜÉê=ïáíÜ=íÜÉ=ÅÉêíáÑóáåÖ=~ìíÜçêáíóK=låÅÉ=
íÜáë=Ü~ë=ÄÉÉå=Éëí~ÄäáëÜÉÇI=óçì=Å~å=~ëëìãÉ=íÜ~í=íÜÉ=ëáíÉ=áë=íêìëíïçêíÜóK=
råÑçêíìå~íÉäóI= bñíÉåÇÉÇ= s~äáÇ~íáçå= ppi= áë= åçí= óÉí= ëìééçêíÉÇ= Äó= ~ää=
ÄêçïëÉêëK=
=
tÜÉå=ëÜçééáåÖ=çåäáåÉI=óçì=ëÜçìäÇ=åÉîÉê=ÉåíÉê=óçìê=ÉJÄ~åâáåÖ=~ÅÅÉëë=
Ç~í~=çå=íÜÉ=ëÜçééáåÖ=ëáíÉ=çê=çå=íÜÉ=ëáíÉ=çÑ=~å=çåäáåÉ=é~óãÉåí=ëÉêîáÅÉ=
éêçîáÇÉêK=vçì=ëÜçìäÇ=çåäó=ÉîÉê=ÉåíÉê=óçìê=ëÉÅêÉí=~ÅÅÉëë=Ç~í~=çå=óçìê=
Ä~åâDë=ïÉÄëáíÉI=~åÇ=åÉîÉê=êÉîÉ~ä=áí=íç=~åó=íÜáêÇ=é~êíáÉëK=pÜ~êáåÖ=óçìê=ÉJ
Ä~åâáåÖ=~ÅÅÉëë=Ç~í~=ïáíÜ=çíÜÉê=Åçãé~åáÉë= êÉéêÉëÉåíë=~=ÄêÉ~ÅÜ=çÑ= íÜÉ=
Çìíó= çÑ= ÇìÉ=ÇáäáÖÉåÅÉ= ëíáéìä~íÉÇ= áå= íÜÉ= ÉJÄ~åâáåÖ= ~ÖêÉÉãÉåí= ÄÉíïÉÉå=
óçì=~åÇ=óçìê=Ä~åâK==
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3.2 Protect your sensitive data 
mêçíÉÅí=óçìê=ÉJÄ~åâáåÖ=~ÅÅÉëë=Ç~í~=Ñêçã=ìå~ìíÜçêáëÉÇ=~ÅÅÉëë=~åÇ=íÜÉÑíK=
aç= åçí= ë~îÉ= ëÉåëáíáîÉ= Ç~í~= Eé~ëëïçêÇëI= ÉJÄ~åâáåÖ= ~ÅÅÉëë= Ç~í~I= ÅêÉÇáí=
Å~êÇ= åìãÄÉêë= ÉíÅKF= çå= óçìê= ÅçãéìíÉêK= p~îáåÖ= Ç~í~= çå= ÅçãéìíÉêë=
ïÜÉêÉ=óçì=~êÉ=åçí=íÜÉ=çåäó=ìëÉêI=ÉKÖK=~í=óçìê=ïçêâéä~ÅÉI=ÅçìäÇ=~ääçï=
íÜáêÇ=é~êíáÉë=íç=ëÉÉ=áíK=
=
péÉÅá~ä=ëéóáåÖ=éêçÖê~ãë=Eëéóï~êÉF=íÜ~í=ã~ó=ÉåÇ=ìé=çå=óçìê=ÅçãéìíÉê=
Å~å=~äëç=ëÉÉâ=çìí=ëìÅÜ=Ç~í~=~åÇ=íê~åëãáí=áíI=ÉKÖK=îá~=ÉJã~áäK=fÑ=óçì=ìëÉ=
~ÇÇáíáçå~ä=íççäë=íç=áãéêçîÉ=óçìê=fåíÉêåÉí=ëÉÅìêáíóI=ëìÅÜ=~ë=~=ÅÜáé=Å~êÇ=
êÉ~ÇÉê= ïáíÜ= ~= mfk= Éåíêó= âÉóé~ÇI= ÉåíÉê= ÇÉëáÖå~íÉÇ= ÅçåÑáÇÉåíá~ä= Ç~í~=
çåäó=ïÜÉå=óçì=Ü~îÉ=ÄÉÉå=éêçãéíÉÇ=íç=Çç=ëç=Äó=íÜÉ=ÇÉîáÅÉK=^ÄçîÉ=~ääI=
åÉîÉê=ëíçêÉ=óçìê=é~ëëïçêÇK==
=
vçì=Ä~åâ=ïáää=åÉîÉê=Åçåí~Åí=óçì=íç=~ëâ=~Äçìí=óçìê=ëÉÅêÉí=~ÅÅÉëë=Ç~í~I=
ïÜÉíÜÉê=çîÉê=íÜÉ=íÉäÉéÜçåÉ=çê=Äó=ÉJã~áäK=vçì=ëÜçìäÇ=åÉîÉê=êÉëéçåÇ=íç=
ëìÅÜ=ÉJã~áäëI=åçê=ëÜçìäÇ=óçì=Ñçääçï=~åó=áåëíêìÅíáçåë=íÜÉó=ã~ó=Åçåí~áåI=
ÉîÉå= áÑ= óçì= ~êÉ= íÜêÉ~íÉåÉÇ=ïáíÜ= åÉÖ~íáîÉ= ÅçåëÉèìÉåÅÉë= ëìÅÜ= ~ë= óçìê=
~ÅÅçìåí= ÄÉáåÖ= ÄäçÅâÉÇK= fåÑçêã=óçìê= Ä~åâ= ~Äçìí= ~åó= Å~ëÉë= íÜ~í=ã~ó=
~êáëÉK=
=
lå=íÜÉ=çíÜÉê=Ü~åÇI=ïÜÉå=óçì=~êÉ= íÜÉ=çåÉ=ã~âáåÖ=Åçåí~Åí=ïáíÜ=óçìê=
Ä~åâI= áí= Å~å=ïÉää= ÄÉ= íÜÉ= Å~ëÉ= íÜ~í= óçì=ïáää= ÄÉ= ~ëâÉÇ= Ñçê= óçìê= ëÉÅêÉí=
~ÅÅÉëë= Ç~í~= ~ë= ~= ï~ó= íç= áÇÉåíáÑó= óçì= Ñçê= íÜÉ= éìêéçëÉë= çÑ= íÉäÉéÜçåÉ=
Ä~åâáåÖK=^äï~óë=ÄÉ=ëìêÉ=íÜ~í=óçì=Ü~îÉ=Çá~ääÉÇ=íÜÉ=ÅçêêÉÅí=åìãÄÉê=~åÇ=
íÜ~í=ÅçêêÉÅí=éêçÅÉÇìêÉ=áë=ÄÉáåÖ=ÑçääçïÉÇ=ÄÉÑçêÉ=óçì=Åçãéäó=ïáíÜ=ëìÅÜ=
êÉèìÉëíëK=
=
j~âÉ= ëìêÉ= íÜ~í= óçì= çåäó= ÉåíÉê= óçìê= ÅçåÑáÇÉåíá~ä= ~ÅÅÉëë= Ç~í~= çå= íÜÉ=
ÖÉåìáåÉ= ïÉÄëáíÉ= çÑ= óçìê= Ä~åâK= _É= ~ï~êÉ= çÑ= ~åó= ÅÜ~åÖÉë= íç= íÜÉ=
~ééÉ~ê~åÅÉ= çÑ= óçìê= Ä~åâDë= åçêã~ä= ÉJÄ~åâáåÖ= ~ÅÅÉëë= é~ÖÉK= vçì= ïáää=
åçíáÅÉ= ëã~ää= ÅÜ~åÖÉë= áããÉÇá~íÉäó= áÑ= óçì= Ü~îÉ= ~ÅÅÉëëÉÇ= íÜÉ= Ä~åâDë=
fåíÉêåÉí= ëáíÉ= çÑíÉå= Ó= Ñçê= Éñ~ãéäÉI= ëäáÖÜí= ëÜáÑíë= áå= íÜÉ= éçëáíáçå= çÑ= íÜÉ=
Ä~åâDë=äçÖç=çê=ÜÉ~ÇäáåÉëK=
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3.3 Create a secure password 
rëÉ=~=ÖççÇI=ëÉÅìêÉ=é~ëëïçêÇ=Ñçê=ÉJÄ~åâáåÖK=^=ÖççÇ=é~ëëïçêÇ=Ü~ë=~í=
äÉ~ëí= ÉáÖÜí= ÅÜ~ê~ÅíÉêë= ~åÇ= áåÅäìÇÉë= ~= ÅçãÄáå~íáçå= çÑ= Å~éáí~ä= ~åÇ=
äçïÉêÅ~ëÉ= äÉííÉêë= ~ë= ïÉää= ~ë= åìãÄÉêëK= aç= åçí= ìëÉ= óçìê= å~ãÉ= çê=
åìãÄÉêë= ëìÅÜ= ~ë= óçìê= ÄáêíÜ= Ç~íÉI= åçê= íÜçëÉ= çÑ= ëçãÉçåÉ= óçì= âåçïK=
`Ü~åÖÉ= óçìê= é~ëëïçêÇ= êÉÖìä~êäóI= ÉëéÉÅá~ääó= áÑ= óçì= íÜáåâ= ëçãÉçåÉ=
ÅçìäÇ=Ü~îÉ=ÇáëÅçîÉêÉÇ=áíK=vçì=Å~å=ÑáåÇ=Éñ~ãéäÉë=çå=íÜÉ=fåíÉêåÉíI=~åÇ=
éÉêÜ~éë= çå= óçìê= Ä~åâDë= ïÉÄëáíÉI= ëÜçïáåÖ= Üçï= íç= ÅêÉ~íÉ= ~= ëÉÅìêÉ=
é~ëëïçêÇK=
=
=
4 General precautions 

tÜÉåÉîÉê=éçëëáÄäÉI=~ÅÅÉëë=óçìê=ÉJÄ~åâáåÖ=ìëáåÖ=~=ÅçãéìíÉê=íç=ïÜáÅÜ=
óçì=Ü~îÉ= ÉñÅäìëáîÉ=~ÅÅÉëëK=tÜÉå=ìëáåÖ=~=éìÄäáÅ= ÅçãéìíÉêI= ÉKÖK= áå=~å=
fåíÉêåÉí= Å~Ñ¨I= óçì= Å~ååçí= ÄÉ= ëìêÉ= íç=ïÜ~í= ÉñíÉåí= ~ÅÅÉëë= áë= éêçíÉÅíÉÇ=
íÜêçìÖÜ= ÉÑÑÉÅíáîÉ= ëÉÅìêáíó= ëçÑíï~êÉ= çê= ïÜáÅÜ= éêçÖê~ãë= ~êÉ= ~äêÉ~Çó=
áåëí~ääÉÇ= çå= íÜÉ= ÅçãéìíÉêK= qÜÉ= âÉóÄç~êÇë= çÑ= éìÄäáÅ= ÅçãéìíÉêë= ã~ó=
~äëç= ÄÉ= ã~åáéìä~íÉÇK= vçì= Å~ååçí= ~ëëìãÉ= íÜ~í= íÜÉëÉ= ÅçãéìíÉêë= ~êÉ=
ëÉÅìêÉI=~åÇ=íÜìë=ëÜçìäÇ=åçí=ÉåÖ~ÖÉ=áå=ÉJÄ~åâáåÖ=~ÅíáîáíáÉë=çå=íÜÉãK=
=
tÜÉå=ÇçáåÖ=ÉJÄ~åâáåÖI=ÄÉ=Å~êÉÑìä=åçí=íç=çéÉå=~åó=~ÇÇáíáçå~ä=ÄêçïëÉê=
ïáåÇçïëLí~Äë=çê=ÉJã~áä=éêçÖê~ãëK=
=
^äï~óë=ÉåÇ=óçìê=ÉJÄ~åâáåÖ=ëÉëëáçå=Äó=äçÖÖáåÖ=çìí=EìëáåÖ=íÜÉ=?äçÖ=çìí?=
çê=?ÉåÇ?=ÑìåÅíáçåFI=~åÇ=íÜÉå=ÇÉäÉíáåÖ=íÜÉ=íÉãéçê~êó=fåíÉêåÉí=ÑáäÉë=~åÇ=
ÅççâáÉë=Ñêçã=óçìê=ïÉÄ=ÄêçïëÉêK=vçìê=Ä~åâDë=ïÉÄëáíÉ=ëÜçìäÇ=éêçîáÇÉ=
~ÇîáÅÉ=çå=Üçï=íç=Çç=íÜáëK=
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iáåâë=íç=ÑìêíÜÉê=áåÑçêã~íáçåW=
=
• ïïïKëïáëëÄ~åâáåÖKçêÖ=[=açëëáÉêW=fåÑçêã~íáçå=Ñçê=Ä~åâ=ÅäáÉåíë=

ÜííéWLLïïïKëïáëëÄ~åâáåÖKçêÖLÉåLÜçãÉLÇçëëáÉêJÄ~åââìåÇÉåKÜíã=
=
• oÉéçêíáåÖ=~åÇ=^å~äóëáë=`ÉåíêÉ=Ñçê=fåÑçêã~íáçå=^ëëìê~åÅÉ=

jbi^kf=
ÜííéWLLïïïKãÉä~åáK~ÇãáåKÅÜLíÜÉãÉåLMMNMPLáåÇÉñKÜíãä\ä~åÖZÉå=

=
• dÉêã~å=cÉÇÉê~ä=fq=pÉÅìêáíó=lÑÑáÅÉ=Eáå=dÉêã~å=çåäóF=

ÜííéWLLïïïKÄëáJÑìÉêJÄìÉêÖÉêKÇÉL=
=
=
=
=
=
=
=
qÜáë=ÄêçÅÜìêÉ=áë=~äëç=~î~áä~ÄäÉ=áå=cêÉåÅÜI=fí~äá~å=~åÇ=dÉêã~å=~åÇ=Å~å=
ÄÉ= çêÇÉêÉÇ= çåäáåÉ= Ñêçã= íÜÉ= pïáëë= _~åâÉêë= ^ëëçÅá~íáçå= ~í=
ÜííéWLLïïïKëïáëëÄ~åâáåÖKçêÖLÜçãÉLëÜçéKÜíãK=
=
fí=Å~å=~äëç=ÄÉ=Ççïåäç~ÇÉÇ=~ë=~=mac=Ñêçã=
ÜííéWLLïïïKëïáëëÄ~åâáåÖKçêÖLÜçãÉLÉåLÇçëëáÉêJÄ~åââìåÇÉåKÜíãK==

Secure e-banking – SBA – September 2009 7

http://www.swissbanking.org/
http://www.swissbanking.org/en/home/dossier-bankkunden.htm
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http://www.bsi-fuer-buerger.de/
http://www.swissbanking.org/home/shop.htm
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